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Primary Resources:

Version 1.1 - November, 2018 Physical Security 2



Other Resources & Guidelines:
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Typically four 
classifications

• Vandal
• Criminal
• Saboteur/terrorist
• Insider

• Objective
• Motivation
• Planning/system 

knowledge
• Weapons
• Tools and implements of 

destruction
• Contaminants
• Asset damage
• Injuries
• Fatalities

Design Threat Basis
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Characteristics



Design Basis Threat Capability Matrix
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Table 1-1 from “Guidelines for the Physical Security of Water Utilities” – Design Basis Threat Capability Matrix



Design Basis Threat Capability Matrix
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Table 1-1 from “Guidelines for the Physical Security of Water Utilities” – Design Basis Threat Capability Matrix



Cost / Benefit

Version 1.1 - November, 2018 Physical Security 7

Figure 1-3 from “Guidelines for the Physical Security of Water Utilities” – Typical Cost-to-Risk Reduction Curve



Establish Goals, Look at Vulnerabilities
• General goals 

• Deter
• Delay
• Detect
• Respond

• Unstaffed facilities

• Regular/irregular inspection

• Minimal requirements
• Locked
• Fenced
• Signed
• Monitored?



What to do
• Get the biggest bang for your buck

• Security policies and procedures

• Emergency response plan

• Locks are good, more locks are better!
• Lock at each level of entry

• Fence gate

• Storage tank ladder

• Storage tank hatch

• Multiple users - daisy chain

• Fire & police access



More what 
to do
• Fences & gates

• Signs

• Screens over glass

• Steel doors, in-swing or security 
hinges

• Vegetation management
• Nothing between 6 inches and 4 

feet from grade

• Avoid shrubs and trees next to 
structures

• Spacing for vision in





Rain garden

Deep swale

Curved access 
road





Not a good example



Keep in mind, there is no single or best 
solution.  The only wrong approach is to 
do nothing


